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Product Description SM41

SM41 Code Word Locking

Outline

With the SM41 CODE WORD LOCKING software module, the user interface of the Neutrino BMS
can be locked automatically. This software module expands the functionality of the OPERATOR
ACCOUNTS software module.

If no operator control actions are performed by an operator within a certain time period, the user
interface of the Neutrino BMS is locked automatically. Thus a security measure is present, which
prevents bad accesses of not authorized operators to the operation of the TGA (Technical Building
Equipment).

Anderungen vorbehalten - Contents subject to change - Sous réserve de modifications - Reservado el derecho a modificacion - Wijzigingen
voorbehouden - Con riserva di modifiche - Innehall som skall andras - Zmény vyhrazeny - Zmiany zastrzezone - Bo3amMOXHbl n3mMeHeHus -
A véltoztatasok jogat fenntartjuk - {4 B4 A< 20308 %M e s 1A

Kieback&Peter GmbH & Co. KG i
Tempelhofer Weg 50, 12347 Berlin/Germany IE aﬂ nB Er
Telefon: +49 30 60095-0, Telefax: +49 30 60095-164

www.kieback-peter.de, info@kieback-peter.com




Datasheet 4.40-10.041-01-EN Issue 2012-08-13

SM41 Product Description

Characteristics

= The user interface of the Neutrino BMS can be automatically locked according to the 21CFR11
guideline.

m The time after which automatic locking takes effect can be defined.
m Automatic locking can be indicated with a corresponding symbol.

m The automatic locking of the user interface can be cancelled after the operator name and code
word are entered.

Function description
Automatic locking of the user interface is implemented in the security guidelines of the OPERATOR
ACCOUNTS software module and is also takes effect in a network. An operator account with an
operator name and a code word must be set-up in the OPERATOR ACCOUNTS software module to
activate this locking. After the time set in the security guidelines has expired, the automatic lock is
triggered. This lock is only cancelled later when an operator logs on with an operator name and a
code word. The lock and login are indicated by corresponding symbols.

NOTE
For further information, see the Neutrino BMS manual, volume Ill, section “3.1 Brief description”.
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