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Product Description
SM41 Code Word Locking

Outline
With the SM41 CODE WORD LOCKING software module, the user interface of the Neutrino BMS 
can be locked automatically. This software module expands the functionality of the OPERATOR 
ACCOUNTS software module.
If no operator control actions are performed by an operator within a certain time period, the user 
interface of the Neutrino BMS is locked automatically. Thus a security measure is present, which 
prevents bad accesses of not authorized operators to the operation of the TGA  (Technical Building 
Equipment).
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Characteristics
■ The user interface of the Neutrino BMS can be automatically locked according to the 21CFR11 

guideline.
■ The time after which automatic locking takes effect can be defined.
■ Automatic locking can be indicated with a corresponding symbol.
■ The automatic locking of the user interface can be cancelled after the operator name and code 

word are entered.

Function description
Automatic locking of the user interface is implemented in the security guidelines of the OPERATOR 
ACCOUNTS software module and is also takes effect in a network. An operator account with an 
operator name and a code word must be set-up in the OPERATOR ACCOUNTS software module to 
activate this locking. After the time set in the security guidelines has expired, the automatic lock is 
triggered. This lock is only cancelled later when an operator logs on with an operator name and a 
code word. The lock and login are indicated by corresponding symbols.

NOTE
For further information, see the Neutrino BMS manual, volume III, section “3.1 Brief description”.
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